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Abstract 
Blockchain technology is a distributed ledger that promises transformative 
changes across various sectors, yet its adoption and integrations in small 
and medium-sized organizations remain limited. This study investigates the 
factors that influence the adoption of blockchain technology, emphasizing 
the significance of Trust and Security as key moderators. Using a 
questionnaire distributed to a diverse group of employees and analyzing 
responses through Structural Equation Modeling (SEM-PLS), we constructed 
a predictive model of blockchain adoption. Our analysis reveals that 
Performance Expectancy and Social Influence positively affect the intention 
to adopt blockchain, indicating that perceived effectiveness and peer support 
drive adoption. Trust significantly enhances this intention, underscoring the 
importance of confidence in the technology's reliability and security. 
Environmental Concerns present a barrier, suggesting sustainability 
perceptions can deter adoption. This study conclusively demonstrates that 
promoting trust, addressing environmental sustainability, and leveraging 
social influence are pivotal for accelerating blockchain adoption in small and 
medium-sized organizations. 
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1. Introduction 

Blockchain is the result of numerous technological innovations that spanned several decades, integrating data, 
functionalities, services, and microservices (Bernardino et al., 2022). The concept for this decentralized technology first 
came from Nick Szabo in 1988. The idea became a reality ten years later when the Bitcoin whitepaper (Nakamoto, 2017) 
was published, which aimed to instigate change within a failing financial world dominated by authority. It later became 
clear that complex financial instruments and declining trust among institutions played key roles in the 2008 crisis (Dhillon 
et al., 2021a). Such issues emphasized the need for reform within our financial system, addressing these problems and 
considering institutional trust and transparency. In 2009, the first Bitcoin block was mined, marking the beginning of the 
cryptocurrency era. 

In 2015, following numerous criticisms regarding Bitcoin's closed nature to modifications, which limited the dissemination 
of the technology, the Ethereum blockchain was born (Buterin, 2013). This new blockchain started as a hard fork of the 
Bitcoin blockchain and is widely recognized as a successor to the Bitcoin protocol (Dhillon et al., 2021b). It caused a 
paradigm shift not only in the world of finance by continuing the penetration of Decentralized Finance (DeFi) but also more 
broadly by bringing the technology into discussion in academia, society, and especially within organizations with the 
introduction of smart contracts. These contracts represented a unique innovation, adding a new level of functionality and 
complexity to blockchain technology by enabling the development of decentralized applications not limited to the domain 
of decentralized finance. They introduce a programable behavior in technology. 

As distributed technological infrastructure is gaining traction, blockchain's widespread adoption is reaching several industry 
sectors. Insurance, logistics, supply chain, management, healthcare, energy, telecommunications, Internet of Things, and 
finance are examples of that (Bruneau & Matei, 2012; Clincy & Shahriar, 2019; Dhingra et al., 2024; Gan & Lau, 2024; 
Jena, 2022; Ni & Irannezhad, 2024; Rachad et al., 2024; Tsolakis et al., 2021; Zhang et al., 2024; Zhao et al., 2016). A 
trend is observed among C-suite executives, with around 33% (approximately 1000) either already harnessing or 
contemplating the adoption of blockchain technologies (Gan & Lau, 2024). However, despite its array of potential 
advantages, blockchain technology remains underexploited, particularly among individuals and smaller enterprises (Yli-
Huumo et al., 2016). Energy consumption has been an important factor in blockchain adoption (Aparicio et al., 2022). 

This research employs the Unified Theory of Acceptance and Use of Technology (UTAUT) to investigate a model that 
identifies factors influencing the adoption of blockchain technology. According to this model, the key drivers of technology 
adoption include performance expectancy, effort expectancy, social influence, and facilitating conditions. There has been 
limited application of the UTAUT theory in studying blockchain acceptance and usage. We aim to explore the components 
that affect blockchain technology adoption and find strategies to encourage its uptake among individuals and small 
businesses. 

This research gathered quantitative data to enrich the literature on blockchain technology adoption and use. We surveyed 
to operationalize a theoretical framework aiming to contribute insights that could benefit individuals, corporations, and 
policymakers interested in utilizing blockchain technology. 

The paper is organized as follows. Section 2 presents the Research Background. Section 3 outlines the research model 
and hypotheses. Section 4 describes the methodology and the empirical study, with the results provided in Section 5. 
Section 6 offers a discussion of the findings. Finally, Section 7 concludes the paper by summarizing the main findings and 
contributions to research, discussing practical implications, addressing the study's limitations, and suggesting 
opportunities for future research 
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2. Research background 

A fundamental characteristic of blockchain is its decentralized nature, operating on a distributed data structure based on 
nodes. These nodes maintain the consistency of data decentralization through consensus mechanisms, which are 
essential for validating new transactions and allowing them to be added to the blockchain (Dhillon et al., 2021). Consensus 
processes ensure that all blocks are verified and agreed upon by most participants before being added to the data 
structure, known as the “Merkle Tree”. All transactions are recorded and aggregated into a dataset known as a block. 
Each block, once confirmed, is cryptographically linked to its predecessor, creating a chain of blocks — true to the system's 
name (Abreu et al., 2018). This architecture guarantees both the temporal sequencing and the traceability of every 
transaction (Yawalkar et al., 2023). 

A central aspect of consensus lies in the fact that mining is used to achieve consensus and to prevent users from the 
problems of double spending, while simultaneously validating all transactions (Dhillon et al., 2021). This is vital in 
protecting the blockchain against criminal activities and human errors (Patrício & Ferreira, 2020). The blocks possess an 
immutable and unbreakable nature, ensuring that once data is recorded, it remains unchangeable and permanent, which 
is fundamental for the blockchain's security and trustworthiness (Prasetyo, 2018). Furthermore, using advanced 
cryptographic methods provides a transparent, robust, and efficient framework for recording and managing transactional 
data, bolstering privacy and security. Blockchain technology has the potential to make a big impact on reaching 
Sustainable Development Goals by supporting solutions that are more open, safe, and environmentally friendly. This 
affirmation is principally supported by the research efforts led by the United States and China (Bernardino et al., 2022). 

The emergence of a novel blockchain version, adept at facilitating decentralized transactions and decentralized 
applications (DApps), poses a challenge to traditional commercial giants. The OpenSea marketplace is an example of a 
worldwide store where anyone can buy Non-Fungible Tokens without a central authority (Chalmers et al., 2022; White et 
al., 2022). In this evolving digital landscape, companies are finding themselves less reliant on centralized architectures or 
intermediaries for trust. This shift towards blockchain technology could revolutionize their operations by decentralizing 
systems, slashing transaction costs, and enhancing safety, transparency, and speed (Al-Jaroodi & Mohamed, 2019; 
Christidis & Devetsikiotis, 2016; Clincy & Shahriar, 2019). 

A study that compares blockchain development platforms for developers, highlights some of the challenges faced by 
organizations that are attempting to transform the way they interact with other organizations, stating that some platforms 
are not suitable and revealing that the best platform depends on their needs (Clincy & Shahriar, 2019). Within the 
healthcare sector, India leads in research output, with IEEE Access being the foremost journal in publication volume 
(Dhingra et al., 2024). The attributes of blockchain, including security, traceability, transparency, and cost efficiency, have 
the potential to enhance supply chain transparency, bolster record-keeping, and combat the issue of drug counterfeiting 
(Dhingra et al., 2024; Rachad et al., 2024). The MediBlock platform reunifies the information distributed among different 
healthcare institutions, giving users the possibility to exercise the right of self-determination, changing from the traditional 
status to a more user-centered development (Bae et al., 2021). The COVID-19 pandemic has compelled insurance 
companies to transition from their traditional methods to digital platforms, with blockchain emerging as a pivotal 
technology for revolutionizing operations by enabling swift, transparent, and secure exchanges of verifiable data across all 
parties (Rachad et al., 2024). 

A significant milestone in incorporating blockchain into industry models was enhancing food safety and authenticity through 
tracking premium products (Clincy & Shahriar, 2019). In 2018, the United Nations' World Wildlife Fund (WWF) initiated 
the "Blockchain Supply Chain Traceability Project," aimed at combating illegal, unreported, and unregulated (IUU) fishing 
activities within the tuna sector of the Western and Central Pacific Ocean. By employing blockchain technology, the project 
established a transparent and secure tracking system covering the tuna supply chain from catch to consumer, including 
fishing vessels, processing plants, and markets. This innovation allowed WWF and its collaborators to authenticate the 
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origin and legality of the tuna, ensuring its sustainable capture and transportation (Tsolakis et al., 2021). In 2019, VeChain, 
PwC, and Walmart China introduced the Walmart China Blockchain Traceability Platform on ThorChain, aiming to establish 
a secure food traceability system for comprehensive logistics management. VeChain ThorChain was tested and 
implemented 23 product lines. Q.R. Codes are central in this use case. Each product has a unique Q.R. Code that provides 
detailed and live product information. By using blockchain technology, which is secure and cannot be tampered with, 
everyone involved in the supply chain can share their information more openly, leading to better oversight and coordination 
(Clincy & Shahriar, 2019; Tan et al., 2018). 

A thorough analysis of 452 scholarly and industry articles pinpointed areas like taxation, how to handle crypto assets and 
liabilities in accounting, and specific auditing methods that could be revolutionized by adopting blockchain technology in 
accounting (Cong et al., 2018; Jayasuriya & Sims, 2022). Factom, Libra, and Verady are companies creating blockchain 
solutions tailored for the auditing sector, aiming to lighten auditors' workloads, decrease fraud, and improve current 
processes, alongside other advantages (Abreu et al., 2018). Emerging trends in the field include new accounting methods, 
real-time accounting, triple-entry accounting, and continuous auditing. Given blockchain's strengths in offering 
unchangeable, append-only, shared, authenticated, and consensus-based data, coupled with artificial intelligence's (AI) 
capacity to learn from data and identify patterns for better decision-making, it is anticipated that continuous auditing will 
evolve to incorporate both AI and blockchain. This integration will create a sophisticated ecosystem that enhances audit 
processes (Han et al., 2023). A new system for marketplace identification was designed, focusing on the automated and 
decentralized establishment and auditing of secure, reliable attributes. It was developed and evaluated using Ethereum, 
which is a public blockchain, and Hyperledger Fabric, a permissioned blockchain (Yawalkar et al., 2023). 

The Theory of Planned Behavior, Theory of Reasoned Action, Diffusion of Innovations Theory, and Social Cognitive Theory 
are instrumental in understanding and predicting technology adoption and success (Taherdoost, 2019). Models like 
DeLone and McLean's, the Technology Acceptance Model (TAM), and the Unified Theory of Acceptance and Use of 
Technology (UTAUT) employ these theories to evaluate the proliferation and effectiveness of emerging technologies. UTAUT 
theory is one of the most comprehensive theories that explain and identify the main determinants of technology acceptance 
(Tamilmani et al., 2022). This concept emphasizes the importance of concentrating on factors related to user acceptance 
to increase the adoption and utilization of technology. Improving the system quality can lead to increased user satisfaction, 
leading to increased use, and ultimately to positive individual and organizational impacts. 

Recent studies by Yli-Huumo et al. (2016) reveal that Bitcoin dominated the discussion in 80% of selected academic 
papers, highlighting its prominence in scholarly discourse. Remarkably, the earliest articles on this topic were not published 
until 2012, underscoring the novelty of the subject. Additionally, the research indicated that academic authors have 
produced more scientific papers than industry ones. The United States has been the primary contributor to this body of 
work, with Europe (notably Germany and Switzerland) and Asia also making significant contributions (Bernardino et al., 
2022). The studies have placed a strong emphasis on issues such as security, privacy, protocol design, energy efficiency, 
waste management, usability, and transparency. Companies that fully acknowledge the capabilities blockchain of 
blockchain are poised to gain the most benefits from adopting the technology (Ni & Irannezhad, 2024), which also suggests 
that the transformative impact on business processes is more significant than the technological aspects in deciding to 
implement blockchain. According to certain researchers, shifting to blockchain requires extensive changes in business 
operations (Tan et al., 2018). An examination of scholarly articles on blockchain applications in business identified key 
areas of focus, including governance, integrity verification, finance, data management, privacy and security, education, 
health, the Internet of Things, industrial management, and process management as the main fields of deployment (Casino 
et al., 2019). 

Our research uncovered a study that integrates the DeLone & McLean model with the technology acceptance model 
(Janze, 2017), and more recently, we've identified substantial research on the unified theory as it relates to the acceptance 
and use of blockchain technology. Significant findings include factors such as facilitating conditions, initial trust, and 
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performance expectancy influencing bankers' intentions to adopt blockchain for financial transactions (Jena, 2022). 
Additionally, from the perspective of clients, it was found that information quality has the most significant positive effect 
on customers' intentions to utilize international payment services provided by banks that incorporate blockchain technology 
(Dam et al., 2020).  According to most scientific studies, the primary blockchain use case is supply chain management. 
Studies based on the UTAUT adoption model assign facilitating conditions as the primary motivator for adopting this 
technology in this industry (Kabir et al., 2021). 

Research (Saberi et al., 2019) identified the main obstacles to blockchain adoption across inter-organizational, intra-
organizational, technical, and external dimensions. Meanwhile, a study by Sim & Kamaruddin (2023) applying the Theory 
of Planned Behavior (TPB) to assess the intent to adopt blockchain technology in the textile manufacturing industry in 
Johor revealed significant findings. There was a strong correlation between the attitude towards blockchain technology 
and the intention to use it. The study also identified a moderate connection between perceived behavioral control and 
usage intention, alongside a strong relationship between subjective norms and the intention to adopt blockchain 
technology. Alshurafat et al. (2022), in their study that integrates technostress elements with the technology acceptance 
model to investigate how technostress affects auditors' willingness to adopt blockchain technology, discovered that 
technostress impacts the perceived usefulness and ease of use of blockchain. They found that both perceived ease of use 
and perceived usefulness significantly predict auditors' attitudes towards adopting the technology, with perceived 
usefulness also being a crucial determinant of their behavioral intention to use blockchain technology. 

Raddatz et al. (2023), employing the Health Belief Model (HBM) and analyzing responses from 304 participants, 
determined that factors such as the perceived severity of threats, susceptibility to these threats, awareness, and inertia 
play a significant role in shaping the perceived advantages of blockchain. These perceptions positively affect consumers' 
willingness to transition to blockchain-based applications. Despite the significant obstacle presented by consumers' 
comfort with traditional banking methods, raising awareness about the privacy protections offered by blockchain can 
encourage adoption, particularly among those with pronounced privacy concerns. 

Liang et al. (2021) expanded on the fit-viability model (FVM) by exploring factors that affect managerial intentions to adopt 
blockchain technology, through an empirical study involving 242 managers predominantly from the medical and financial 
sectors. Utilizing the Fit-Viability and Task-Technology Fit models, alongside the Unified Theory of Acceptance and Use of 
Technology (UTAUT), they employed a Partial Least Squares (PLS) model to evaluate managers' intentions toward 
blockchain adoption. Their findings indicate that both functional and symbolic benefits positively influence managers' 
perceptions of task-technology fit. Moreover, they highlighted viability as a critical factor in the decision to implement 
blockchain technology. Ruangkanjanases et al. (2023) demonstrated the impact of essential factors like government 
regulations, social influence, perceived security, and blockchain's functional benefits on trust and satisfaction within 
relationship quality, which in turn affects the intention to adopt blockchain. This conclusion was drawn from analyzing 
data from 460 survey respondents using SmartPLS 3, highlighting the crucial role of social influence and the practical 
benefits of blockchain in improving relationship quality and thus fostering a stronger inclination towards blockchain 
adoption. Javeed and Akram (2024) conducted empirical research within China's corporate sector, examining the 
organizational factors that promote the use of blockchain technology to advance the circular economy. They developed a 
theoretical framework showing how blockchain technology supports the enhancement of circular economy practices at 
the corporate level. Their findings highlight the crucial roles of organizational agility, institutional factors, strategic factors, 
and green knowledge management in reinforcing the link between blockchain technology and the circular economy. 
Moreover, they provide recommendations for policymakers on enhancing the circular economy by integrating blockchain 
technology. 

The study by Waqar et al. (2024) focused on the challenges impacting the adoption of blockchain technology in small 
construction projects in Malaysia and found that the main areas for improvement in applying blockchain to small-scale 
building projects are related to economic and planning issues. In a study assessing how technology readiness impacts the 
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acceptance of mobile payment services in Brazil, the research focused on the interaction between common technology 
acceptance constructs, like perceived usefulness and ease of use, and those specific to financial services, such as trust 
and perceived quality. This study, drawing on Parasuraman's concept of technology readiness from 2000, demonstrated 
that trust, perceived usefulness, and the perceived quality of mobile payment services directly affect the acceptance of 
mobile payments (Caldeira et al., 2021). 

3. Research model 

The main point of this study is to understand the factors driving the adoption and use of blockchain technology, considering 
both the existing literature and the adoption theory. Based on the research background and the work of Zhang and Zhou 
(2020), who highlighted a gap regarding security and trust in blockchain systems (“The related work about security and 
trust issues is summarized. The open issues are discussed, and future work is proposed. Because blockchains are highly 
distributed, some security and trust mechanisms are greatly needed.” (Zhang & Zhou, 2020, p. 798)), we include two 
constructs: Security and Trust. The constructs are identified in Table 1. 

 

Table 1. Constructs’ definition 

Construct Concept Author 
Performance 
Expectancy 

“The degree to which an individual believes that using the system 
will help him or her to attain gains in job performance.” 

(Venkatesh et al., 2003, p. 447) 

Effort Expectancy “The degree of ease associated with the use of the system.” (Venkatesh et al., 2003, p. 450) 

Personal Technology 
Acceptance 

Person’s propensity to embrace and use new technologies for 
accomplishing goals in home life or work. 

(Wong et al., 2020) 

Social Influence “The degree to which an individual perceives that important others 
believe he or she should use the new system.” 

(Venkatesh et al., 2003, p. 451) 

Security The level where information is protected from security threats, 
leakage, and infringement. 

(Chang et al., 2022) 

Trust Transparency “The belief that blockchain technology and its services are safe, 
error-free, and transact transparently.” 

(Chang et al., 2022, p. 4) 

Environmental 
Concern 

“Represents the attribute of a person’s compassion, worries, likes, 
and dislikes about the environment.” 

(Hsu et al., 2014, p. 670) 

Behavioral Intention Behavioral intention to adopt a technology describes the 
individual's subjective likelihood that he or she will use or 
purchase that specific technology in the future. 

(Venkatesh et al., 2003) 

Use Behavior Actual use of the technology. (Tan et al., 2018) 

The following hypotheses were developed after considering the research objectives based on the UTAUT model for 
examining technological adoption, and the existing literature. According to Venkatesh et al. (2003), performance 
expectancy is "the degree to which an individual believes that using the system will help him or her achieve gains in job 
performance." This concept integrates the five preceding theories' elements: relative advantage, perceived utility, work fit, 
result expectations, and extrinsic motivation. Some studies highlight performance expectancy as one of the most important 
constructs regarding the use of technology (e.g., (Alraja, 2015; Benbasat & Barki, 2007)). 
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Fig. 1. Blockchain adoption research model 

 

Based on the research by Venkatesh et al. (2003), this study posits that individuals are likely to adopt blockchain 
technology if they anticipate beneficial outcomes. Performance expectancy has a considerable influence on behavioral 
intention (Nazim et al., 2021) and plays a pivotal role in user adoption (Zhao et al., 2016). Key predictors for bankers' 
intention to utilize blockchain in banking transactions include facilitating conditions, performance expectancy, and initial 
trust, with initial trust also playing a crucial mediating role in the prediction of the intention to use blockchain (Cheng, 
2020; Jena, 2022). Additionally, the transparency of blockchain trust impacts both performance and effort expectancy 
(Chang et al., 2022), while the relationship between perceived ease of use, behavioral intent, and actual usage is affected 
by the system's complexity. Consequently, performance expectancy is anticipated to positively influence behavioral 
intention (BI) (Fedorko et al., 2021). Based on the previous investigations, the following hypothesis is proposed: 

H1: Performance Expectancy (PE) positively influences Behavioral Intention (BI). 

Venkatesh et al. (2003) defined social influence as "the degree to which an individual perceives that important others 
believe he or she should use the new system". This concept encompasses social factors, subjective norms, and the 
concept of image. Despite various theories using different labels, all constructs that generate social influence share the 
underlying belief that an individual's actions are shaped by their perceptions of how others view them due to their 
technology usage. Numerous studies highlight the significance of social influence in adopting new technologies, indicating 
that an individual's social surroundings can be crucial in determining their willingness to use technology (Mazman et al., 
2009). The influence of social factors from key groups, such as management and departmental teams, on the use of 
information systems was examined, revealing that managers exert the greatest influence on individuals' adoption of 
information systems, while the IT department has the least impact (Eckhardt et al., 2009). Furthermore, in the context of 
cybersecurity, the need for social influence to effect a change in security behaviors was identified (Das et al., 2014). Social 
catalysts such as peer interactions, demonstrations, and security presentations were found to either enhance awareness 
about security tools and threats, encourage better self-protection measures, or increase understanding of effective 
protection strategies. Particularly, having friends across various social circles who use a security feature significantly 
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motivates the adoption (Das et al., 2015). These findings suggest that social influence can significantly enhance the 
adoption and security perceptions of blockchain technology. 

H2a: Social influence (SI) positively influences blockchain technology's use behavior (UB). 

H2b: Social influence (SI) positively influences security (S) to use blockchain technology. 

Personal technology acceptance is the propensity to adopt and exploit new technology to achieve personal or professional 
goals (Wong et al., 2020). Technology acceptance variables have been integrated in many recent studies in various 
contexts that consistently demonstrated and encouraged the integration of technology readiness in models (Sebastián et 
al., 2022; Khazaei, 2020; Wong et al., 2020). Limited understanding and knowledge of the Internet result in diminished 
trust levels (Thatcher et al., 2011) is aligned with a statement that is consistent with observations that trust, perceived 
usefulness, and the quality of mobile payment services directly impact the acceptance of mobile payments (Caldeira et 
al., 2021). The moderating roles of transparency and trust are significant in how information quality and the nature of the 
channel influence intentions (Venkatesh et al., 2016). Moreover, an individual's attitude toward new technology shapes 
their view of innovations in financial services (Dimitriadis & Kyrezis, 2010), with those more familiar with technology 
generally placing greater trust in it (Caldeira et al., 2021). Drawing on these insights, the following hypothesis is proposed: 

H3: Personal technology acceptance (TA) positively influences trust transparency (TT). 

Today’s world faces unique, interconnected environmental challenges in areas including climate change, clean water, 
ocean health, and biodiversity (United Nations, 2024). Environmental concerns represent the attribute of a person’s 
compassion, worries, likes, and dislikes about the environment (Hsu et al., 2014). Stern et al. (1995) and Turaga et al. 
(2010) demonstrated that ecological paradigm and awareness of consequences measure generalized beliefs about the 
nature of human-environment interactions, called "folk ecology", as a set of beliefs that may be influenced by social 
structure and values, that influence attitudes, beliefs, and behavioral intentions. 

In Europe, sustainable consumption behavior can be associated with environmental concern, which is influenced by 
increased levels of environmental knowledge and environmental risk perception, suggesting that environmental concern 
strongly influences behavioral intention (Aseri & Ansari, 2023; Saari et al., 2021). Rejeb & Rejeb (2020) identified and 
classified blockchains according to the triple bottom line framework, namely the economic, social, and environmental 
dimensions of sustainability. The major challenge is the feeling that the public and environmentalists have regarding bitcoin 
mining, a blockchain technology that they see as a major energy consumer and CO² emitter (Badea & Mungiu-Pupӑzan, 
2021). This is aligned with the initial expectations of Environmental concern's impact on behavioral intention. At the 
business level, a study is being done on potential applications for this technology to improve environmental management 
and preservation efforts (Polas et al., 2022), even calling it a “game changer for green innovation.” Despite the emergence 
of environmentally friendly projects and concepts within the blockchain space, their integration remains embryonic with 
minimal tangible impact. Prior research supports the notion that consumers' environmental concerns positively affect their 
behavioral intentions to engage with such technologies (Hartmann & Apaolaza-Ibáñez, 2012). Thus, the following 
hypothesis is formed: 

H4: Environmental concern (EC) has a negative influence on Behavioral Intention (BI). 

Security is characterized as a risk that presents a situation, condition, or event capable of inflicting economic damage on 
data or network resources through destruction, disclosure, alteration of data, denial of service, and/or instances of fraud, 
waste, and abuse (Kalakota & Whinston, 1997). Is also a crucial dimension where information is protected against risks, 
leaks, and violations (Chang et al., 2022). It is a significant theme in blockchain technology research, with 14 out of 41 
(33%) papers focusing on security issues and constraints (Yli-Huumo et al., 2016). Although blockchain technology is still 
in the early stages of development, it relies on experts in security and cryptography to advance it to new levels of innovation 
and application (Garg et al., 2021; Patrício & Ferreira, 2020). Regarding the behavioral perspective, Mishra and Dhillon 
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(2006) and Lebek et al. (2013) achieved the need for human-centered security strategies, emphasizing internal control 
assessment, security policy implementation, individual values, beliefs, and security training as consistent themes that 
need to be observed. To answer the question “How does blockchain technology guarantee transparency, trust, and 
sustainability in the context of Agenda 2030?”, a study analyzed the implementation of blockchain technology - projected 
to provide transparency and trust, and its linkages with business sustainability (Gomez-Trujillo et al., 2021). Various studies 
have shown that an increased sense of security leads to increased trust (Ray et al., 2011), which can have a positive effect 
on purchase decisions (Prasetyo, 2018). Security is a crucial element that affects one's intention to adopt new technology 
or to influence one's level of trust (Lim et al., 2019). Trust was used as a moderating factor between security and behavioral 
intention (Suh & Han, 2003). It was characterized by the perceived quality of information, manifesting through a tripartite 
structure of perceived information disclosure, clarity, and accuracy. This concept of transparency stands apart from similar 
constructs like informational justice and is adept at forecasting the perceived trustworthiness of a source, including aspects 
such as competence, benevolence, and integrity (Schnackenberg et al., 2021). The secure and trust-free blockchain-based 
transaction can potentially change many existing trust-based transaction systems (Beck et al., 2016). Blockchain 
technology has a significant and positive impact on the Transaction Security System, which has a significant and positive 
impact on User Experience (Hsu et al., 2014). Based on this theory, the following hypothesis is formed:  

H5: Security (S) has a positive influence on Trust Transparency (TT). 

In this and earlier research, trust transparency was defined based on the assumption that blockchain technology and its 
services are secure, error-free, and transact transparently (Chang et al., 2022), and was observed in various studies 
(Dagher et al., 2018; Francisco & Swanson, 2018; Khazaei, 2020). From the social psychologist’s perspective, trust is 
characterized in terms of the expectation and willingness of the trusting party to engage in a transaction (Nwaiwu et al., 
2020). In the field of technology, flexibility, ease, and benefits that users see in the technology to their activities, appear 
to be the foundation of initial trust, highlighting that for new or less tech-savvy consumers, early trust is critical for 
embracing new technologies such as blockchain (Jena, 2022). This suggests that trust has a favorable and strong 
predictive effect across its different components, particularly transparency and user data ownership (Wong et al., 2020), 
that impacts behavioral intention. In other words, a lack of faith in IT may induce consumers to quit using or investigating 
technology due to concerns about its performance or reliability (Thatcher et al., 2011), so trust could be the most important 
antecedent of behavioral intentions (Roca et al., 2009). The findings align with literature reviews indicating that blockchain 
technology facilitates the cryptographic and transparent creation and management of contracts, transactions, and records. 
This transparency in trust generation plays a pivotal role in shaping behavioral intentions.  The following hypothesis is 
developed: 

H6: Trust (TT) positively influences Behavioral Intention (BI) 

Behavioral Intention (BI) reflects the likelihood of an individual adopting a specific technology. This concept has been 
extensively explored by social scientists, focusing on the intention to engage in prospective behavior. In the foundational 
UTAUT model, BI is shown to positively impact actual technology use. The correlation between behavioral intention and 
the use of technology is reinforced by various technology adoption models integrated within the UTAUT framework. The 
correlation between behavioral intention and the use of technology is reinforced by various technology adoption models 
integrated within the UTAUT framework (Khazaei, 2020). Based on these insights, the subsequent hypothesis is proposed: 

H7: Behavioral intention (BI) positively influences use behavior (UB) 
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4. Method 

This study seeks to identify the determinants influencing the acceptance and adoption of blockchain technology. It is based 
on the foundational constructs of the UTAUT (Venkatesh et al., 2003), with modifications incorporating insights from 
additional research (Alatiqi, 2022; Hsu et al., 2014; Nwaiwu et al., 2020). A thorough literature review facilitated the 
development of a user acceptance model, including examining supplementary variables. We collected data using 
quantitative and deductive methods with an empirical focus to better comprehend reality and society's perspective 
(Bryman, 2016). The initial target individuals were formed by personnel of Portuguese companies that require technology 
for daily operations. We distributed the questionnaire using the survey platform Qualtrics. The initial questions gathered 
individuals’ employment function, as well as their company-based operation in Portugal, and whether their company 
required this technology for its activity. 

The questionnaire had three sections. The first section introduced the researchers, the university, the study's purpose, 
anonymity, and voluntariness, as well as a summary of how blockchain technology is used, this helped respondents to 
contextualize. The following section included demographic questions, allowing segmentation of the target audience and 
the comparison of various genders, ages, and occupations. The third section included the model constructs. All variables 
were measured with a seven-point scale (“1 – Strongly Disagree” to “7 – Strongly Agree”). The dependent variable, use 
behavior, was measured with three items that were adapted from the literature (Alatiqi, 2022). A sample item is “I depend 
on blockchain to achieve my work tasks”. 

The measurement items are presented in Table 2. Regarding the predictor variables, performance expectancy was 
measured with four items (Venkatesh et al., 2003). A sample item is “I would find blockchain technology useful in my 
job”. Social influence was measured with four items (Venkatesh et al., 2003). An example is, “People who influence my 
behavior think I should use blockchain technology.” The behavioral intention was measured using three items adapted 
from the previous study. An example is “I intend to use blockchain technology in 6 months”. Personal technology 
acceptance was measured using three items adapted from the previous survey. A sample item is “Typically; I do not 
hesitate to try out new information technologies.”. Trust transparency was measured with four items used in a previous 
study by Chang et al. (2022), “Data in blockchain technology would be handled transparently.” Security was measured 
with four items from the previous study. An example of an item is “Using Blockchain technology would be a way to protect 
from external threats, such as hacking”. Environmental concern was measured with four items based on a previous study 
by (Clincy & Shahriar, 2019). A sample item is “I find Blockchain technology to be against environment conservation”. 

The questionnaire was developed and distributed in both Portuguese and English language. To preserve and affirm the 
value and substance of the questions after translation, a native speaker of both English and Portuguese reviewed the 
questionnaire. We collected the participation of 198 employees from organizations that operate in Portugal, who responded 
voluntarily. Non-probabilistic, practical, and deliberate sampling was employed. Email was the most common distribution 
method, followed by LinkedIn and personal contacts. It was observed that many respondents opened the questionnaire 
and answered the demographic questions, but not the defined items. This likely occurred because the technology is still 
relatively new, and the topic is complex (Berdik et al., 2021). As a result, when the number of new responses slowed 
down, the general strategy shifted towards blockchain technology to increase the percentage of respondents and acquire 
more knowledgeable individuals. The Orbis database of private corporations was accessed, and an e-mail was sent to 
every company discovered to have open activity in Portugal related to the blockchain. During data collection, responses 
were frequently downloaded and analyzed to determine their reliability and validity. 

The sample characteristics are presented in Table 3. From December 2022 to February 2023, a total of 90 valid responses 
were gathered. Most respondents are male (80%) and between the ages of 30 and 49 (46%). Regarding their professional 
experience, the majority (60%) has ten or more years of work, 20% of the sample works in the field of information 
technology, and the largest sample (38%) responded with a non-optional field. Finally, 42% of them are team members. 
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Table 2. Measurement items 

Constructs Items   Source 

BI Behavioral 
Intention 

BI_1 I intend to use blockchain technology in 6 months (Venkatesh et al., 
2003) 

  
 

BI_2 I predict I would use blockchain technology in 6 months 
 

  
 

BI_3 I plan to use blockchain technology in 3 years   

EC Environmental 
Concern 

EC_1 Environmental concern has a negative influence on intention to 
adopt blockchain 

(Hsu et al., 2014) 
 

  
 

EC_2 I find Blockchain technology to be against environment 
conservation 

 

  
 

EC_3 Using Blockchain technology decreases chances of achieving 
Sustainable Development Goals 

  

PE Performance 
Expectancy 

PE_1 I would find the use of blockchain technology useful in my job (Venkatesh et al., 
2003) 

  
 

PE_2 Using blockchain technology enables me to accomplish tasks 
more quickly 

 

  
 

PE_3 Using blockchain technology increases my productivity   

SI Social 
Influence 

SI_1 People who influence my behavior think that I should use 
blockchain technology 

(Venkatesh et al., 
2003) 

  
 

SI_2 People who are important to me think that I should use 
blockchain technology 

 

  
 

SI_3 The senior management in the organization has supported the 
use of blockchain technology 

  

  
 

SI_4 In general, my organization has supported the use of 
blockchain technology 

  

S Security S_1 Using Blockchain technology would be a way to protect from 
external threats, such as hacking 

(Chang et al., 
2022) 

  
 

S_2 Using blockchain technology would be a safe defense against 
risks such as information leakage 

 

  
 

S_3 Using blockchain technology would be a way to protect 
from data forgery and alteration 

  

  
 

S_4 Using blockchain technology would be useful to secure 
personal information 

  

TA Personal 
technology 
acceptance 

TA_1 In general, I am not hesitant to try out new information 
technologies 

(Wong et al., 
2020) 

  TA_2 I look forward to changes at work 
 

TT Trust 
Transparency 

TT_1 Blockchain technology is trustworthy (Chang et al., 
2022) 

  
 

TT_2 Blockchain technology services are trustworthy 
 

  
 

TT_3 Data in blockchain technology would be saved securely   

  
 

TT_4 Data in blockchain technology would be handled transparently   

UB Use behavior UB_1 I depend on blockchain to achieve my work tasks (Tan et al., 2018) 

  
 

UB_2 I have used the Blockchain technology a lot in the past 4 
weeks 

 

  
 

UB_3 I create my own analyses using the Blockchain technology   
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Table 3. Sample characterization 

Sample (n=90) No. %  No. % 

Gender 
   Male 
   Female 

 
72 
18 

 
80% 
20% 

Job Role 
   Team Member 
   Supervisor/Leader 

 
38 
9 

 
42% 
10% 

 
Age 
   <18 
   18-29 
   30-49 
   50+ 
 
Business Unit 
   IT 
   Marketing 
   Finance 
   Sales 
   Customer Care 
   Human Resources 
   Other    

 
 
0 
23 
41 
26 
 
 
18 
3 
14 
10 
5 
6 
34 

 
 
0% 
21% 
46% 
29% 
 
 
20% 
3% 
16% 
11% 
6% 
7% 
38% 

   Director 
   Manager 
   Other 
 
Years of Experience 
   <2 
   3-9 
   10+ 
 
Company depends on IT 
   Nothing 
   Slightly 
   Highly 
   Totally 

10 
15 
18 
 
 
17 
18 
54 
 
 
0 
8 
45 
37 

11% 
17% 
20% 
 
 
19% 
20% 
60% 
 
 
0% 
9% 
50% 
41% 

 

5. Results 

The structural equation modeling (SEM) with partial least squares (PLS) method is used to test the proposed model (Costa 
et al., 2016; Henseler et al., 2009). PLS-SEM was used to assess a non-normally distributed sample for a model with over 
six components to find relevant drivers and constructs (Hair et al., 2014). The measurement model was examined to 
evaluate the reliability and construct validity (Costa et al., 2016). A common rule of thumb is a value greater than 0.7 
(Hair et al., 2014). To evaluate the constructs, indicators for reliability and validity were measured following (Henseler et 
al., 2009) proposed measurement model: Cronbach's alpha, Composite reliability, Average Variance Extracted (AVE), 
Fornell-Larcker criterion, and Heterotrait-Monotrait (HTMT). All the measurements proposed above are identified in tables 
4 and 5, following (Henseler et al., 2009), and are supported by other authors (Hair et al., 2014). 

To estimate the model using a PLS-SEM analysis and to ensure that the sample size would be adequate for this purpose, 
given that the maximum number of arrows pointing to a construct in our research model is three, this sample size is 
sufficient to achieve a statistical power of 80% for detecting R² values of at least 0.10, with a 10% probability of error 
(Cohen, 1992; Hair al., 2014). 

 

Table 4. Model measurements 

 Cronbach's 
alpha 

Composite reliability 
(rho_a) 

Composite reliability 
(rho_c) 

Average variance 
extracted (AVE) 

BI 
EC 
PE 
S 
SI 
TA 
TT 
UB 

0.884 
0.897 
0.945 
0.910 
0.913 
0.768 
0.936 
0.864 

0.889 
0.973 
0.949 
0.913 
0.924 
0.793 
0.937 
0.865 

0.928 
0.934 
0.964 
0.937 
0.938 
0.895 
0.955 
0.917 

0.812 
0.825 
0.900 
0.787 
0.793 
0.810 
0.840 
0.788 
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Table 5. Fornell–Larcker criterion and AVE squared root, and Heterotrait-Monotrait (HTMT) 

 
 

BI EC PE S SI TA TT UB BI EC PE S SI TA TT UB 

BI 0.901                

EC -0.322 0.908       0.341        

PE 0.584 -0.182 0.949      0.633 0.209       

S 0.517 -0.073 0.547 0.887     0.576 0.094 0.591      

SI 0.476 -0.122 0.560 0.375 0.890    0.518 0.128 0.590 0.395     

TA 0.342 -0.054 0.238 0.238 0.119 0.815   0.434 0.096 0.243 0.268 0.145    

TT 0.624 -0.135 0.534 0.820 0.397 0.374 0.917  0.687 0.146 0.567 0.884 0.427 0.428   

UB 0.576 -0.132 0.491 0.406 0.563 0.186 0.376 0.888 0.649 0.155 0.542 0.458 0.635 0.221 0.418  

 

To ensure that there is no multicollinearity, which threatens the model experimental design, the variance inflation factor 
(V.I.F.) was examined for all constructs before the structural model evaluation (Costa et al., 2016). After validating exterior 
model estimates, bootstrapping assessed structural model quality. Bootstrapping uses the sample as a population 
representation to evaluate the sampling distribution's shape, spread, and bias. The structural model's route significance 
was determined using 5000 subsamples. The validity of the structural model ensured the structural paths were assessed 
to measure the research hypotheses. Looking at Fig. 2, we observe that all hypotheses were supported. SI (β  = 0.375, p 
< 0.001) explains S variation by 14.1%. S (β  = 0.774, p < 0.001) and T.A. (β  = 0.171, p = 0.05) explain 69.9% of TT 
variation. TT (β  = 0.425, p < 0.001), PE (β  = 0.319, p < 0.05), and EC (β  = -0.207, p < 0.05) explain 51.8% of BI variation. 
44.0% of UB variation is explained by BI (β  = 0.398, p < 0.001) and SI (β  = 0.374, p < 0.001). All paths are statistically 
significant, at p < 0.05** or p < 0.001***, and all hypotheses are supported (Hair et al., 2014). 

 

 
Fig. 2. Structural Blockchain adoption model results 

Path *significant at p < 0.05; ** significant at p < 0.010; *** significant at p < 0.001. 
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As observed in Table 6, the presented model supports all trajectories with at least a moderate predictive impact. Checking 
the threshold values from previous studies (Chang et al., 2022; Alshurafat et al., 2023), we observe that hypotheses H3 
and H4 have a moderate predictive impact, whereas hypotheses H1, H2, H5, H6, and H7 have a large effect. 

 

Table 6. Hypothesis test 

Hypothesis Independent 
Variable 

Dependent 
Variable 

Standard 
deviation 

 β̂  T Value P Value 

H1 PE           -> BI 0.08  0.319 4.997 0.000 
H2a SI            -> UB 0.083  0.374 2.267 0.023 
H2b SI            -> S 0.1  0.375 3.409 0.001 
H3 TA           -> TT 0.066  0.171 11.745 0.000 
H4 EC           -> BI 0.091  -0.207 3.751 0.000 
H5 S             -> TT 0.066  0.774 4.477 0.000 
H6 TT           -> BI 0.095  0.425 2.574 0.006 
H7 BI            -> UB 0.08  0.398 4.456 0.000 

6. Discussion 

The research aims to demystify the dynamics behind employees' attitudes toward blockchain adoption by integrating the 
UTAUT model with additional variables that are particularly relevant to the blockchain context as Trust Transparency (TT), 
Security (S), Environmental Concern (EC), and Personal Technology Acceptance (TA). 

We hypothesized that Performance Expectancy (PE) would positively influence Behavioral Intention (BI) to use blockchain 
technology H1. Our findings, showing PE (β  = 0.319, p < 0.001), support this hypothesis and align with Venkatesh et al.’s 
UTAUT model (Venkatesh et al., 2003), also corroborating with several studies that underscore the importance of PE in 
technology adoption (Alraja, 2015; Benbasat & Barki, 2007). The positive correlation between PE and BI is consistent with 
the literature, emphasizing that individuals’ belief in the job performance benefits of a system is a compelling factor in 
their decision to adopt it (Zhao et al., 2016). 

SI significantly impacts UB and S, with (β  = 0.374, p < 0.05) and (β  = 0.375, p < 0.01), respectively, affirming H2a and 
H2b. This echoes Venkatesh et al.’s (2003) assertion on the pivotal role of social networks in shaping technology usage 
and security perceptions, highlighting the integral role of subjective norms and social dynamics within organizational and 
personal spheres in technology adoption (Eckhardt et al., 2009; Mazman et al., 2009). The relation between SI and S is 
particularly interesting, accounting for 14.1% of S variance, suggesting that the normative pressure and social dynamics 
within an organization can contribute to a secure technology environment, a notion also found in cybersecurity behavior 
change literature (Das et al., 2014; Das et al., 2015). These findings highlight the dual role of social factors in not only 
boosting blockchain adoption but also in enhancing its security posture, suggesting the need to leverage positive social 
endorsements, and understanding organizational dynamics for effective blockchain implementation. 

The relationship between TA and TT is confirmed with (β  = 0.171, p < 0.001), supporting H3. This finding is in line with 
studies that integrate technology acceptance variables and technology readiness, suggesting that an individual’s 
predisposition to adopt new technologies for personal or professional goals can positively influence their trust in the system, 
especially in the context of emerging technologies (García et al., 2022; Khazaei, 2020; Wong et al., 2020). By highlighting 
the positive correlation between TA and TT, our study contributes to the understanding of how personal inclination towards 
technology can shape perceptions of trustworthiness in blockchain technology, suggesting that fostering technological 
openness is key to enhancing trust and transparency in blockchain implementations. 
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Environmental Concern (EC) revealed a negative influence on BI, evidenced by (β  = -0.207, p < 0.001), thus confirming 
H4. This finding aligns with the existing debate on blockchain's environmental implications, specifically its substantial 
energy consumption, as highlighted in some studies (Badea & Mungiu-Pupӑzan, 2021; Rejeb & Rejeb, 2020). The results 
emphasize the critical need for environmentally sustainable blockchain innovations, suggesting that the technology's 
adoption is heavily influenced by ecological considerations. This insight encourages a shift towards the development of 
blockchain solutions that not only advance technological frontiers but also prioritize environmental stewardship, echoing 
the urgent call for sustainable practices within the blockchain domain. 

Security (S) arises as a strong predictor of TT, with (β  = 0.774, p < 0.001), validating H5. This relationship underscores 
the fundamental link between security measures and the development of trust in blockchain technologies. The strong 
correlation between S and TT suggests that perceptions of security significantly influence the perceived transparency and 
integrity of blockchain systems. Consistent with existing literature (Hsu et al., 2014; Lim et al., 2019; Ray et al., 2011), 
our study highlights the importance of security in promoting trust among users, indicating that enhanced security protocols 
contribute to a more transparent and trustworthy blockchain environment. This insight is critical for blockchain 
development, emphasizing that advancing security features is not just about protecting data but also about enhancing the 
system's transparency, which in turn, reinforces user trust and experience. 

Our study reveals TT as the primary influencer of BI towards blockchain, indicated by (β  = 0.425, p < 0.001), aligning 
with H6 and reflecting insights from prior research (Chang et al., 2022; Dagher et al., 2018; Francisco & Swanson, 2018; 
Khazaei, 2020). This highlights the importance of trust, cultivated through both the security and clarity of blockchain 
operations, for potential adopters. Trust is a crucial gatekeeper for technology acceptance, highlighting the imperative for 
blockchain infrastructures to be transparent and secure. Further exploration shows that TT is significantly shaped by S 
and TA, with (β  = 0.774, p < 0.001) and (β  = 0.171, p < 0.001), respectively. These factors together explain 69.9% of 
the variance in TT, showcasing a complex interaction where the perceived security of the technology and an individual’s 
readiness to engage with innovations profoundly influence trust. This relationship between security, personal technology 
acceptance, and trust transparency, informed by studies on trust's foundational role in technology adoption (Roca et al., 
2009; Jena, 2022; Thatcher et al., 2011; Wong et al., 2020), reinforces the critical need for secure, user-friendly 
blockchain systems that align with user expectations and readiness, thereby supporting adoption intentions. 

We also confirm that BI significantly influences UB, supported by (β  = 0.398, p < 0.001), following hypothesis H7. This 
affirms the UTAUT model's assertion (Venkatesh et al., 2003), regarding the direct positive impact of BI on technology 
usage. The analysis demonstrates that BI, alongside SI, accounts for 44% of the variance in UB, with BI being the stronger 
predictor. This relationship is grounded in the broader framework of technology adoption theories within the UTAUT model 
(Khazaei, 2020), where the intention to use technology is a critical precursor to actual usage. The study further elucidates 
the dynamics influencing BI, identifying TT, PE, and EC as key factors. TT and PE positively contribute to BI, while EC 
shows a negative correlation, together explaining 51.8% of BI's variation. This interaction highlights the importance of trust 
and performance expectancy in developing an intention to adopt technology while also acknowledging the potential 
restriction effect of environmental concerns. 

These findings, aligning with previous research (Caldeira et al., 2021; Mazman et al., 2009; Wong et al., 2020), highlight 
the complexity of technology adoption processes. They emphasize that an individual's intention to use technology, and 
ultimately their actual use behavior, is shaped by a convergence of factors, including the perceived benefits of the 
technology, trust in its security and transparency, and considerations of its environmental impact. 
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7. Conclusion 

This study, supported by a literature review and an empirical investigation, constructed a predictive model to explain the 
factors influencing blockchain adoption, integrating technological, social, environmental, trust, security, and performance 
expectancy variables. Findings show that Behavioral Intention (BI) to adopt blockchain technology is significantly influenced 
by Social Influence (SI), Performance Expectancy (PE), Environmental Concern (EC), Security (S), and Trust Transparency 
(TT). The analysis integrates essential aspects such as technology, society, the environment, trust, and security, identifying 
Trust Transparency (TT) as a critical determinant, heavily influenced by security perceptions. Findings also show a complex 
interaction among these factors, offering a detailed outline for understanding the dynamics of blockchain adoption and 
providing insights for its practical and effective application. 

The theoretical implications of this work extend the blockchain domain's knowledge base, dissecting the multifaceted 
drivers of its adoption. By highlighting the vital importance of trust and security within the theoretical discourse on 
technology acceptance, our study significantly contributes to the conceptual expansion of models like UTAUT in the context 
of blockchain. It lays the foundational groundwork for future theoretical explorations into the unique attributes of blockchain 
technology and their alignment with established and emerging technology adoption theories. 

The practical implications of this work present a strategic guide for organizations and policymakers by pinpointing essential 
adoption factors. It underscores addressing key issues, trust, security, and environmental sustainability to foster an 
environment conducive to the widespread acceptance and utilization of blockchain technology. This research thus acts as 
a navigational tool for entities aiming to implement blockchain, highlighting the pathways toward successful integration 
and the enhancement of user trust and system sustainability. 

This study's insights are limited because the empirical data was collected solely from respondents in Portugal, which may 
reduce generalizability to other regions due to cultural, economic, and regulatory differences. The sample's characteristics 
and industry focus might not fully capture the broader dynamics of blockchain adoption. Additionally, the evolving nature 
of blockchain technology and regulations could impact the long-term relevance of some findings. 

Future research should expand the geographical scope of data collection to include diverse regions and countries, allowing 
for the examination of cultural, economic, and regulatory influences on blockchain adoption. Cross-industry comparisons 
should also be explored to account for sector-specific variations in adoption dynamics. Additionally, future studies should 
explore organizational factors influencing blockchain adoption, distinguishing between individual and systemic influences. 
Investigating blockchain's specific use cases across various sectors could expose distinct motivations driving adoption, 
providing deeper insights into its applicability and effectiveness. Moreover, assessing the broader ecosystem, including 
regulatory frameworks and the availability of blockchain expertise, is crucial for a comprehensive understanding of the 
adoption landscape. 
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