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Abstract: 

The main objective of this paper is to present a critical analysis of the project management literature on four concepts; 

risk management, vulnerability management, project agility and project resilience. The goal is to understand the 

strengths and weaknesses of these concepts to deal with disruptive events through the development of a conceptual 

framework that captures their differences and convergences. Therefore, a review of recent literature from international 

journals, specialized mainly in project risk management, vulnerability management, project agility, and project 

resilience has been conducted. A systematic literature review is adopted to compare the four key concepts of this study 

and to draw conclusions. A case from the information technology field is used to better illustrate the comparison. 

Results from this study show that risk management and vulnerability management are proactive concepts focusing on 

the management of known events or actions. Alternatively, project agility is a reactive concept that aims to adapt to 

changes, but not necessarily disruptive events. Project resilience is a mix concept – proactive and reactive – focusing on 
recovering from known and unknown disruptive events. In addition, this comparative analysis and the conceptual 

framework developed can be used to exploit future areas of research and exhibit new opportunities where project 

management best practices can be improved to deal with disruptive events. 
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1. Introduction 

Projects are temporary organizations in which human and non-human resources are utilized to achieve specific goals 

[1]–[3]. Their management always represents a challenge “since it interacts with time pressures and uncertainty of the 

results due to the fact that the project completion is something new or/and revolutionary, involves transient teams, and 

has risks” [4, p. 29]. It is a challenge because projects are on a regular basis confronted to disruptive events that, on 

occurrence, can cause severe deviations from the project main objectives [5], [6]. Therefore, it becomes a necessity, in 
project management, to deal effectively with these events through the development of new methods, tools and best 

practices [7]. In fact, as mentioned by Thamhain [8], project leaders must go beyond the mechanisms of examining the 

task and its contractual components of the "triple constraint," such as cost, schedules, and deliverables, to investigate 

and understand the sources of uncertainty before attempting to control them [8]. 

In this paper four topics are discussed that aim to deal with disruptive events during the project life-cycle. These events 

can lead the project to deviate from its main objectives (e.g., become delayed, run over budget, produce low quality, 

incomplete the scope, incur client dissatisfaction, etc.) [5]. The first topic is risk management that intends to manage 

possible future disruptive events through their identification, analysis, and mitigation during the project life-cycle [8], 

[9]. The second topic is vulnerability management that addresses the management of the project's characteristic that 

makes it susceptible to disruptive events [10], [11]. The third topic is project agility that is related to the capacity of the 

project team to quickly modify the project plans when faced with changes (i.e. disruptive events) [12]. Finally, the 
fourth concept is project resilience that correlate with the project's ability to be aware of and adapt when faced with 

disruptive events [6]. Therefore, the main subject that relates these four concepts is the management of disruptive 

events. Thus, analyzing these four concepts will allow the understanding of their strengths and weaknesses, and 

instigate the development of novel processes, tools and best practices to efficiently and effectively manage disruptive 

events during the project life-cycle.  

The scope of this literature review was limited to scientific journals that covers risk management, vulnerability 

management and project agility in the project management field specifically. However, white papers and other popular 

media are considered when reviewing the concept of project resilience due to the novelty of the project resilience 

concept and the lack of scientific literature on this concept [7], [13]. It is also to mention that this review is mainly 

achieved through analysis of recent literature on these four concepts. Mainly because the main objective is to find new 

areas of opportunities for advanced development of new methods, tools and best practices. 

That being said, this paper is organized in three distinct sections. In the first section, the methodology of the systematic 
literature review is explained. In the second section, the four main concepts of this study are explored independently to 

better understand their strengths and weaknesses. In the third section, a critical analysis of the literature on these four 

concepts is conducted to explore scientific areas of opportunities. This analysis is supported through a case of the 

implementation of Information Technology (IT) projects to better illustrate the main ideas. In addition, a conceptual 

framework linking these four concepts is also proposed to open the door for future research on new tools, methods and 

best practices to effectively and efficiently deal with disruptive events during the projects’ life-cycles.  

2. Methodology 

This paper aims to develop a clear understanding of the strengths and weaknesses of four concepts that aim to deal with 

disruptive events. After a thorough analysis of the literature on these concepts, a conceptual framework is developed 

through the theory building approach to develop relationships and draw academic conclusions for future research [14], 

[15]. 

In addition, a case from the information technology field is used to better illustrate the relationships between these 

concepts. This aims to provide a real-world context in which the management of disruptive events occurs [16]. 
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The proposition of conceptual frameworks to compare between concepts follows the same process that has been used by 

many authors (e.g., the works of [17]–[19]). As discussed by Burnard and Bhamra [20], “conceptual frameworks aid in 

not only providing construct validity, but also provide an outline for future research activities” [20, p. 5585]. 

The literature review aims to identify key elements of risk management, agility, vulnerability and resilience directly 

related to the field of project management. Therefore, a search of the literature in databases that deal specifically with 

research in management and science of organizations was conducted. Databases included Google Scholar, Web of 
Science, ProQuest, etc. The following keywords were used to complete the search: “concept”, “resilience*”, “agil*”, 

“risk management”, “project management”, “vulnerability*”. The main objective was to choose scientific documents 

(journal articles, thesis and dissertations), in the English language, that link two or more concepts (risk management, 

vulnerability, agility, resilience) to the project management field. 

It is worth to mention that some concepts are widely used in the project management literature without referencing to 

their respective concept. These were excluded from this study. For instance, the word “agile” or “agility” is commonly 

used in project management, mainly in the IT sector. However, the literature on the concept of “agility”, as a scientific 

progression, is not well defined and developed. Our goal was to identify the concepts not the words, such as “agile”, 

“vulnerable”, “risky”, that are deployed in their general context. 

So, a total of 18742 scientific documents were found in the first step of the literature search. After an examination of 

titles and abstracts, 18503 articles were eliminated because they did not focus on the main objective of the study. Eleven 
more articles were eliminated because they were duplicates. A review of the full-text formats of the remaining 228 

publications resulted in the exclusion of another 192 scientific documents. Finally, a total of 36 studies were considered 

in the review (Table 1). The screening process for publications obtained from searches is depicted in Figure 1. 

 

18742 scientific document after the initial search in 

databases  

239 scientific documents after screening the titles and the 

abstracts

228 scientific documents after removing duplicates

35 scientific documents  included in the review after full -

text analysis
 

Fig. 1 – Screening process of scientific documents 

 

Table 1: final list of scientific documents chosen for this review 

Authors of Article/Thesis Risk management Resilience Agility Vulnerability Field or research/Type of projects 

(Huchzermeier & Loch, 2001)       Research and development 

(Ward & Chapman, 2003)       General perspective 

(Kutsch & Hall, 2005)       Information technology 

(Coram & Bohner, 2005)       Information technology 

(Taylor, 2006)       Information technology 

(Ahmed et al., 2007)        Product development 
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Authors of Article/Thesis Risk management Resilience Agility Vulnerability Field or research/Type of projects 

(Zhang, 2007)       General perspective 

(Nelson et al., 2008)       Information technology 

(Sanchez et al., 2009)       General perspective 

(Lee & Yong, 2010)       Information technology 

(Geambasu, 2011)       Construction 

(Zhang, 2011)       General perspective 

(Vidal & Marle, 2012)       General perspective 

(Besner & Hobbs, 2012)       General perspective 

(Besner & Hobbs, 2012b)       General perspective 

(Schroeder & Hatton, 2012)       Research and development 

(Thamhain, 2013)        Product development 

(Tomanek & Juricek, 2015)       Information technology 

(Baweja & Venugopalan, 2015)        General perspective 

(Turner & Kutsch, 2015)       General perspective 

(Thomé et al., 2016)      General perspective 

(Conforto et al., 2016)        General perspective 

(Lehnen et al., 2016)       Product development 

(Zhu, 2016)      Construction 

(Blay, 2017)      
Construction 

(Aleksic et al., 2017)        General perspective 

(Hobbs & Petit, 2017)       Large projects in large organizations 

(Mochizuki et al., 2018)       General perspective 

(Rahi, 2019)       General perspective 

(Rahi et al., 2019)       Information technology 

(Wang, 2019)       General perspective 

(Naderpajouh et al., 2020)       General perspective 

(Tam et al., 2020)       Information technology 

(Bianchi et al., 2020)       Information technology 

(Varajão et al., 2021)       Information systems 

(Varajão & Amaral, 2021)       Information systems 

3. Risk Management 

Risks are possible future events that may or may not occur (they have a certain probability). If they do occur, they will 

have negative (threats, adverse effects) or positive (opportunities) consequences for a project’s endeavors [21]–[23]. 

Therefore, from a project management perspective, the main objective of risk management is to diminish the gravity of 

possible negative disruptive events in order to achieve the project objectives [21], [24]. 



Risk and vulnerability management, project agility and resilience: a comparative analysis  

 

 

 

 

International Journal of Informati on Systems and Project Management, Vol. 9, No. 4, 2021, 5-21 

◄ 9 ►  

The management of these disruptive events can be classified into two categories. The first category perceives the 

project as a system with clear and precise objectives, free from stakeholders’ perceptions. Consequently, systematic and 

rational risk management processes and methods are adopted to deal with the logical and objective consequences of 

risks (e.g., the works of Baccarini [25]; Huchzermeier and Loch [26]; Williams and Thompson [27], etc.). The second 

category considers the management of these disruptive events to depend on individual perception. In other words, 

different individuals can have different perceptions on how to manage them. These ways are often based on the 
individual’s personal experience, skills and expertise, along with psychological and organizational factors [11], [23]. 

One of the most important methods of dealing with these disruptive events is the method proposed by Ward and 

Chapman [23], who focus on managing uncertainty because managing perceived dangers, opportunities, and their 

consequences is not the only aspect of uncertainty management. It is about understanding and controlling all of the 

various sources of uncertainty that influence and affect perceptions of dangers and opportunities [23]. 

Additionally, challenges with the management of disruptive events from a risk management perspective is that 

individuals identify risks based on their perceptions and put in place policies to manage these risks. Moreover, different 

people with different emotional and moral reactions may identify different disruptive events and put in place different 

strategies to manage them. Therefore, the interaction between events, circumstances, and individual reactions contribute 

to the identification and analysis of risks [28]. This perspective is also discussed by Kutsch and Hall [29], who find that 

project stakeholders do not identify risks rationally because they intentionally or unintentionally tend to ignore, deny or 
avoid risks. These acts (ignoring, denying, avoiding) are associated with environmental conditions that affect 

stakeholders’ judgment of risks, the effectiveness of risk mitigation plans, and their impact on the project’s objectives 

[29]. 

From this perspective, the consequences of possible future disruptive events are extended to include secondary impacts 

such as shame, fairness, justice, etc. These secondary effects might be thought of as subjective overlays placed by 

persons who are confronted with external phenomena [28]. Therefore, the analysis of this type of risk aims to 

understand the discernment and cultural identity of risks by reinforcing the strength of economic, social, and 

technological systems [30].  

There are a variety of strategies, processes, methodologies, and approaches for assessing and managing project risks, 

however it is unclear if they are effective or necessary for project management success [31]–[33]. De Bakker et al. [32], 

for example, attempted to explore the relationship between risk management and the success of IT initiatives. They 

concluded that neither the evaluation technique nor the management strategy, regardless of the setting in which the 
project is conducted, has led to conclusive evidence about the relationship between risk management and IT project 

success. In reality, they concluded that empirical data is primarily anecdotal and focused on how risk management is 

intended to operate rather than how it is really employed in project practice [32]. Furthermore, there have been 

instances when project managers did not use risk management strategies yet the project still succeeded, whereas other 

managers used risk management methods but their projects failed [32], [34]. In other words, while projects continue to 

fail in some cases, it is unclear whether the problem stems from ineffective risk management procedures or from project 

managers' ineffective application of risk management practices [34]. Researchers have also discovered that most project 

managers do not follow risk management practices as thoroughly as project management organizations and risk 

management standards recommend [31], [32]. This was also observed by Taylor [35], who indicated that project 

managers do not analyze future possible disruptive events by applying the traditional methods. They use three main 

strategies to deal with risks: control and monitoring, negotiation, and research. He argues that this tendency can be 
perceived from two points of view: “(a) the extent to which IT project managers do not adhere to formal risk 

management prescriptions, and (b) the inability of the formal prescriptions to provide practical guidance in the 

situations faced by project managers” [35, p. 61]. 

Besner and Hobbs [36] empirically identify a toolset for risk management composed of five tools to deal with disruptive 

events; risk management documents, positioning of risks, contingency plans, ownership of risk, and visualization of risk 

information. They noticed that the level of use of these tools is close to average which can be elucidated by the series of 

risk management actions. For instance, prior to rating risks and arranging contingencies, risk identification and 

documentation are required. In addition, they noticed a tendency to use less arduously complex tasks such as assigning 
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owners to specific risks, and graphically presenting risk information [36]. These tools are used to better address specific 

organizational contexts and management problems. For instance, contexts such as large projects, important novelty, 

significant amount of resources, and high level of uncertainty, require a detailed risk management process. In addition, 

these risk management tools are needed in all the stages of the project life-cycle, more especially at the beginning of the 

project, to mainly address high levels of uncertainty. Besides, risk management tools are used in specific contexts (e.g., 

pharmaceutical industry), because they are simply an important requirement to approve the project plan. 

In addition, these authors highlighted that the relationship between the management of risks and project success still not 

clear. Many risk professionals emphasized that despite the great visibility and positive view of risk management in their 

businesses, there is a significant gap between interest in risk management and resource allocation and staff training; 

many people talk about risk, but few do something about it [31]. Therefore, after reviewing the literature on the 

relationships between risk, risk management, uncertainty, and the context in which the projects are carried out, Besner 

and Hobbs [31] discussed the scope of risk management usage in relation to the degree of project uncertainty. Their 

study was completed through a quantitative analysis among 1296 experienced practitioners [31]. Logically, they were 

supposed to get results where risk management should be used extensively when managing highly uncertain projects, 

because risk management processes are supposed to improve project performance. However, an interesting paradoxical 

fact discovered by these authors is that risk management methods are often used when the project is well defined, and 

uncertainty is at its lowest level. Conversely, the higher the uncertainty, the less risk management is adopted. Thus, for 
well-defined projects, it is easy to realize that project analysis, planning, control, estimation, or evaluation are easier to 

do and thus done more frequently [31]. This fact is the reason why risk management tools do not give the desired 

results, because these tools are mainly applied on well-defined projects and used to manage well-known possible 

disruptive events. In addition, their analysis suggests that other, more flexible, practices are needed to deal with 

unexpected disruptive events because actual risk management practices are not appropriate for this type of events. 

Despite these facts, approaches to deal with risks mainly include processes to identify risks, plan responses and control 

risks throughout the project life-cycle [21]. As concluded by Blay the failure to effectively handle shock, create 

capacities, and assure overall project recovery is a problem with these approaches. This is because the methods 

emphasize improving the project’s ability to forecast a threat or an opportunity in order to handle them and avoid being 

surprised without emphasizing adaptability actions to recover from negative consequences [5]. 

4. Vulnerability Management 

The concept of vulnerability emerged from social science and it is applied to economics, information systems, 
organizational management, politics, project management, etc. [11], [37], [38]. The main objective of vulnerability 

management is to deal with the weaknesses in the system’s (e.g., the project) characteristics to avoid facing possible 

future disruptive events [11]. It is defined as “the characteristic of a project which makes it susceptible to be subject to 

negative events and, if occurring, which makes it non-capable of coping with them, which may in the end allow them to 

degrade the project values” [10, p. 10].  

Füssel and Klein [37] distinguished among three main models for conceptualizing and defining vulnerability: (1) the 

“risk-hazard framework,” where vulnerability represents the relationship between hazard and its adverse effects on a 

system; (2) the “social constructivist framework,” where vulnerability is a prior condition of a system determined by 

socio-economic and political factors; and (3) a school of thought that considers vulnerability as a system function 

represented by the degree to which this system is susceptible to, or unable to address, the negative consequences of 

disturbances [37]. 

Inspired by the third school of thought presented by Füssel and Klein, from the project management perspective, Zhang 

[11] discusses vulnerability as a redefinition of the project risks process. He illustrates two dimensions that represent a 

project’s vulnerability: exposure and capacity. The first dimension denotes the influence of organizational activities in 

the creation of disruptive events. The second dimension means that the higher the project’s capacity to deal with 

disruptive events is, the lower its vulnerability will be. The notion of vulnerability can cause a project to better mediate 
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disruptive events. In fact, to improve his process ability to explain and clarify, the nested interactions and feedback 

between risk occurrences and project systems are eliminated [11]. 

Vulnerability is defined as the characteristic of a project that makes it susceptible to disruptive events [10], [11]. 

Therefore, the existence of vulnerabilities is independent of the presence of disruptive events. For instance, within a 

project, not having the right qualified human resources to work on a specific task is considered a vulnerability. This 

vulnerability may (or may not) lead to poor-quality work. Therefore, a disruptive event (“poor-quality work”) can be 
caused by a vulnerability (“not having a qualified person”), but a vulnerability does not necessarily lead to a disruptive 

event. In other words, the lower the vulnerability, the less likely it is that disruptive events will occur during the project 

life-cycle. Conversely, the higher the vulnerability, the more exposed the project is to disruptive events that may lead to 

its failure [11], [39]. 

Vidal and Marle [10] reviewed the literature on the concept of vulnerability in many scientific domains and proposed a 

project vulnerability management process composed of four steps (which are very similar to the phases of the project 

risk management presented in the previous section): the identification of project vulnerabilities, their analysis, the 

preparation of response plans to tackle them, and the processes of monitoring and controlling them [10]. Vidal and 

Marle's perspective on vulnerabilities complements Zhang's approach. This concept and the approach to manage it still 

require additional research and more clarifications. 

5. Project Agility 

The notion of agility in project management evolved from the Agile Manifesto for software development issued in 

2001, which focused on lightweight methods to develop software applications [40]. The Agile principles include 

processes that emphasize being closer to the client, the iterative approach to better deal with disruptive events, daily 

meetings between team members to keep everyone updated on the status of the project, etc. [41]. Following the 2001 

manifesto, the term Agile was adopted in many publications on project management [42], [43]. However, research on 

this concept is still mostly related to the software development sector [44], [45]. As concluded by Bianchi et al. (2020), 

an agile methodology is more adequate, and can prevent deviations, when requirements and needs are little known or 

unstable, especially in fast-changing contexts (mainly in the information technology field) [46]. 

Nevertheless, Conforto et al. [12], after a systematic literature review on the concept of agility in project management, 

pointed the fact that the project management literature has conflicting, incomplete, and ambiguous definitions of agility 

[12]. Therefore, Conforto et al.'s goal was to clearly define the concept of agility in project management. To achieve 

this objective, they surveyed 171 projects and, as a result, defined this concept in project management as “the project 
team’s ability to quickly change the project plan as a response to customer or stakeholders needs, market or technology 

demands in order to achieve better project and product performance in an innovative and dynamic project 

environment” [12, p. 667]. 

Several points emerge from this definition. First, agility is defined as an ability (a quality or a skill). Second, the project 

team is the main entity, and the project plan is the primary element that needs to be modified or adapted. Finally, agility 

requires a transformation in response to the customers or stakeholders' needs or market and technology demands, which 

is not necessarily events that will deviate the project from its main objectives (disruptive events). 

Werder and Maedche [45] argued that agility relies on two concepts: flexibility and leanness. Flexibility is defined as 

the capacity to initiate and to respond quickly to change (not necessarily a disruptive event). Leanness, on the other 

hand, aims to provide additional value based on the outcome of responding to a change [45]. Like Conforto et al. [12], 

these authors emphasize the importance of customers, users and stakeholders, which are, in many cases, the sources of 
changes. Therefore, agility is also about taking advantage of a change, embracing it, and learning from it to increase 

customer satisfaction. In fact, as mentioned by Morgan and Conboy, customers are always involved in the development 

process using agile methodologies. While the client is an important aspect of the agile process, it is possible to expand 

this technique to include different stakeholders [47]. 
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As noticed by the definitions of the agility’s concept, agility is less about proactivity (actions before the occurrence of a 

disruptive event) and more about reactivity (actions during or after the occurrence of a disruptive event) [48], [49]. It 

focuses on rapid response to change, mainly customers and stakeholders needs and demands. In relation to risk 

management, agile approaches manage possible future disruptive events that might be caused by the customers and 

stakeholders needs and demands in an implicit way (embedded in the way of perceiving and dealing with disruptive 

events). As mentioned by Nelson et al. [50] important steps of risk management are neglected in agile approaches such 
as defining guidelines and procedures, mitigation plans, risk repositories for tracking risks, etc. This shows the lack of 

proactive actions within the agile approaches [50]. 

Also, based on a study conducted by Tam et al. [51], these authors concluded to the fact that project success in agile 

projects strongly depends on the customer’s collaboration and involvement. In addition, building the team capabilities 

through proper training and the development of teams composed of highly motivated individuals can also lead to 

successful projects from a time, cost and customer satisfaction perspective [51]. However, despite the importance of this 

study, emphasizing the type of change and its level of disruption needs to be analysed. Thus, additional items are 

needed to measure the ability of a project team to respond to change. 

Therefore, from a project management perspective, focusing only on agility can, to a certain extent, make a project 

vulnerable [45], [52], because it does exist other events, outside the scope of customers and stakeholders' needs and 

market and technology demands that may disrupt a project. Therefore, it would be interesting to explore new avenues 
that focus on dealing with disruptive events and building a project’s capacity to manage events that may cause a 

deviation from its main objectives. These avenues describe this study’s objective of making projects more resilient. 

6. Resilience in project management 

The concept of resilience has existed for decades and applied in many disciplines. Consequently, its definition varies 

depending on the entity involved (an organization, a project, etc.); even when the focus is on a specific entity, 

definitions of resilience can vary substantially [53].  

Resilience is mainly related to the system’s capacity to maintain its functions and controls and the relationships between 

its various entities [54], [55] when faced with disruptive events.  

It refers to a capacity for change and reorganization helping the system to return to its balance only gradually and, under 

certain conditions, will completely overhaul its structure and functions [56]. Resilience includes actions to anticipate, 

resist, absorb, respond to, adapt to, and recover from a disturbance. In fact, as highlighted by Carlson et al. [53], the 

system is initially in equilibrium. Therefore, anticipation, resistance and absorption actions are executed before the 
occurrence of an event that may disrupt this equilibrium. Alternatively, after the occurrence of a disruptive event, 

actions to respond, adapt and recover are undertaken. As a result, the resilience of the system “determines both the 

amount by which the activity/well-being declines and the amount of time required to return to the pre-event equilibrium 

(or some other new equilibrium)” [53, p. 18]. 

According to these aspects of resilience, recovery from disruptive events includes a set of activities or programs to 

effectively return to an acceptable state. This is debated in the literature, as some authors consider recovery to be a 

natural consequence of successful adaptation, which means that recovery and resilience are separate concepts. For 

instance, Stephenson [57] argues that organizational resilience has a direct impact on the pace and success of recovery 

from a crisis or disaster [57]. This perspective (recovery as a consequence of resilience) is also adopted in the work of 

Blay [5], who viewed recovery as a positive impact of resilience. She defined it as “the improvement to the same or new 

set of objectives to ensure a successful completion of project endeavours” [5, p. 218]. 

From a project management perspective, the concept of resilience is still novel and largely ignored [6]. It is new 

because, based on our research, there is no common understanding on the main elements that compose the concept of 

project resilience given the fact that any new field of research leads to a variety of definitions, methods, tools and 

processes [58]. To illustrate this fact, sometimes resilience is referred to as an ability, a capacity, or a capability to 

“restore capacity”, to “evolve”, to “maintain purpose and integrity”, to “notice, interpret, contain”, to “overcome”, to 
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“cope”, or to “reduce the impact”. All these terms can be defined in many ways based on the project’s context and 

characteristics. Also, the type of event that resilience is trying to deal with needs to be well defined. For example, some 

authors refer to resilience as the ability to deal with changes, others to emerging risks, to shocks, to unexpected events, 

or to uncertainties. Therefore, a rigorous conceptualization is needed. The shortage of resilience studies in project 

management is a powerful sign of the novelty of this concept. It is also to mention that Thomé et al. [7] found that 

scholars should pay more attention to the absence of coverage of the idea of resilience in the project management 

literature. 

These statements among others encouraged academics to highlight resilience in project management. Naderpajouh et al. 

[59] proposed a conceptual framework that serves as a theoretical guide for additional research on the concept of 

resilience in project studies. From their perspective, resilience is defined as the analysis of how systems at various 

levels (individual, team, organization, project, industry, and society) function under a variety of circumstances, 

including disruptive events [59]. 

Varajão et al. [60] in their theoretical and practical study, emphasized the project team resilience. Thus, building a team 

composed of committed individuals that embrace conflicts and focus on results is key to face disruptive events. In 

addition, having an accountable leadership that formalize trust and solidarity through the right development of skills and 

the right acknowledgement of good behavior, improve work conditions and incite project teams to efficiently recover 

from disruptions [60]. 

Rahi [6] advanced the conceptualization on the concept of project resilience. After reviewing the literature on the 

resilience’s concept from many perspectives and in many fields, he proposed a conceptual definition and framework of 

project resilience. Two dimensions of project resilience were exposed: awareness and adaptive capacity. Awareness is 

related to the capacity of the project to explore its surroundings in order to close the gap between available and required 

resources. Alternatively, adaptive capacity is related to the capacity of the project to transform its structure in order to 

successfully recover from disruptive events [6], [13]. However, Rahi [6] concludes that what is provided is one of many 

viable approaches to describe project resilience, as with any new research concept. As a result, this is regarded as a clear 

constraint. Thus, additional research and academic investigations are needed to reinforce any tentative of 

conceptualization on the new concept of project resilience [6]. 

7. Comparative Analysis and Discussion 

This section offers a critical analysis of the literature on risk management, vulnerability management, agility, and 

resilience to develop a conceptual framework among these concepts. It does so by reviewing the terminology and 
perspectives, and by highlighting the similarities and differences within the project management context. The analysis 

in this section will be conducted by thoroughly explaining Figure 2. This explanation will be supported by a case from 

the implementation of an IT application. An IT implementation project goes mainly through the following phases; 

launch, discovery (where the requirements and data are collected to better configure the application based on the client 

needs), configuration, tests, go live, support. The project team for this type of project is mainly composed of the project 

manager, the implementation consultants, and subject matter experts from both; the company side and the client side. 

The most important phase is the “go-live”, where the client will stop using its legacy system and start using the newly 

configured application. Therefore, not respecting the go-live date (which is fixed at the end of the discovery phase) may 

engender additional costs and many internal and external frustrations. 

The first concept is risk management. Despite the fact that risk management practices is less implemented and used in 

industry [33], [36], these practices work well in low uncertain environments where the project is well defined and 
disruptive events can be easily (to a certain extent) identified (known events), assessed, and analyzed [31]. Thus, as 

shown in Figure 2, risk management is considered a proactive concept that addresses known risks, but it encounters 

difficulties in addressing unknown or unpredicted events [8], [32]. These risks might become disruptive events at a 

certain point in time during the project life-cycle. Risk management practices focus on dealing with the sources of 

known events without emphasizing the management of their consequences on the project’s objectives when these events 

occur [5]. This is because the consequences of these events, if they occur, are hardly predictable in advance due to the 
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continuous dynamic changes on the project’s conditions. Also, it is hard with actual risk management practices to 

identify all threats that may cause negative impact to the project. Therefore, more flexible practices are needed that take 

into consideration the characteristics of a disruptive event upon occurrence, and that offer actions to limit losses caused 

by this disruptive event as much as possible [62]. For example, in IT implementation projects, inaccurate collection of 

requirements at the discovery phase is considered a risk that can impact the configuration phase and lead to delays. This 

is a known risk that can be mitigated through rigorous follow-up with the client to get accurate information, or by 
informing the client that a sign-off is required at the end of the discovery phase where any changes during the next 

phases (configuration, testing, etc.) will engender additional costs. These actions can encourage the client to provide 

accurate information. However, what would be the consequences of configuring the application based on data that is not 

accurate? How to manage issues caused by this inaccuracy during the go-live phase where the frustration level is 

extremely high? That is why, complementing practices are needed to cope with this type of disruptive events. 
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Fig. 2 – Conceptual framework between risk management, vulnerability management, resilience and agility from a project management perspective 

(inspired by Mochizuki et al. [61]) 

 

Vulnerability management is also a proactive concept that focuses on identifying, analyzing, and mitigating project 
weaknesses instead of risks as shown in Figure 2. In fact, dealing with project’s weaknesses is important, it aims to 

reduce (to a certain extent) (1) the probability of having specific types of disruptive events, and (2) the susceptibility of 

the project to the disruptive events damaging effects [61]. For instance, having a senior implementation consultant may 

reduce the risk of poorly collecting requirements during the discovery phase, or the risk of having a poor configured 

application. However, for the system to withstand the effects of an event, not only should the event be known, but its 

context and the project’s characteristics when the event occurred need to be understood and taken into consideration 

[38]. Thus, it is of equal importance to develop context-specific capacities to cope and recover from disruptive events 

along with the capacities to identify, analyze, and mitigate project vulnerabilities. For example, a vulnerability can be 

the presence of a junior implementation consultant instead of a senior one for an IT implementation project that requires 

a senior implementation consultant. This vulnerability may lead to poor collection of requirements and/or poor quality 

of configuration. Thus, making the project more susceptible to disruptive events with a lack of expertise and knowledge 
to effectively deal with these events. Therefore, vulnerability management aims to understand this type of vulnerability 

(among other types) and to prepare a mitigation plan to overcome them. However, vulnerability management does not 

eliminate the fact of having poor collection of requirements or poor configuration that may lead, for example, to severe 



Risk and vulnerability management, project agility and resilience: a comparative analysis  

 

 

 

 

International Journal of Informati on Systems and Project Management, Vol. 9, No. 4, 2021, 5-21 

◄ 15 ► 

issues in the go-live phase. In addition, even if a senior implementation consultant is part of the project team, with 

enough knowledge and expertise to deal with the consequences of poor configuration or poor collection of 

requirements, this senior team member can be absent when an issue caused by a poor configuration occurs. So, what to 

do in this case? How to cope with this issue? That is why additional practices are needed to cope with this type of event 

upon occurrence. Therefore, resilience thinking complements vulnerability management by offering coping strategies to 

improve the project capacity to cope with disruptive events on occurrence.  

The third concept is agility. Agility is mainly used in IT projects and offers an iterations-driven approach to better 

capture and address clients’ needs and demands during the project life-cycle [22]. Four points aim to distinguish 

between agility and resilience. First, agility focus on coping with events generated from changes on needs and demands 

to satisfy clients and stakeholders. These changes can cause disruptive events if not handled accurately. However, 

agility is not oriented toward coping with disruptive events on occurrence either caused by new needs or demands, or by 

other factors. For example, during an IT project life-cycle, having a technical difficulty with a software application used 

mainly by a software developer to produce an important deliverable, is a disruptive event that falls outside the scope of 

new needs from customers or stakeholders, or new technology or market demands. Therefore, other capacities are 

needed to cope with this type of disruptive events. Second, agility tends to ignore the organizational context in which 

the project is carried out [44]. Alternatively, from a resilience perspective, the project is on continuous interaction with 

its environment. These continuous interactions play a significant role in promoting project resilience [63]. Third, agility 
focuses more on reactive actions and less on proactive actions [48]. It focuses on changing specifically the project plan 

at the project level. This change is completed by the project team members [64]. Resilience, on the other hand, includes 

proactive and reactive capacities. It involves the ability to avoid or resist being influenced by an event as well as the 

ability to return to an acceptable level of performance in a reasonable amount of time after being affected by an event 

[49]. Resilience focuses on adapting the project as a system (not only the project plan). The adaptation could affect the 

project plan along with other elements like, for example, the project management information systems, the resources 

database, external partnerships, etc. Fourth, from a resilience perspective, the adaptation is related to the behavior of the 

system and its relationship with its environment. Therefore, it could be completed at the project’s and/or the 

organization’s level to contribute to the resilience of the project. Scaling agility framework does exist to promote agility 

at the organization level, but these frameworks are still facing many challenges to improve the relationship between the 

organization and the project, and to contribute in making the project more agile [65]. In fact, these frameworks aim to 

learn from the application of agility at the project level and adopt this knowledge at the organization level. In addition, 
these frameworks still require testing and validation to verify their applicability at the organization level [44]. As an 

example of agility, in an IT implementation project, agility offers strategies to keep the client and stakeholders involved 

through continuous meetings to quickly adapt to needs and demands. This adaptation can be achieved by updating the 

discovery document (a document issued at the end of the discovery phase), by advising the concerned implementation 

consultants, who in turn, adjust the configuration in consequence. However, what strategies are offered by the agility 

concept to deal with a technical dysfunction on the configured application when submitting your first official request 

through the application at the go-live phase? How to adapt to this kind of disruptive event? Therefore, additional 

practices and strategies are needed to cope with this type of event and to ensure as much as possible a successful 

delivery of the project’s objectives. 

The concept of resilience complements risk management and vulnerability management by (1) imbricating functional 

attributes relevant to practices aiming to deliver a system service when the system is in an acceptable state, and (2) by 
introducing a shift in the system to a desirable state when faced with disruptive events. In the second case, it is of equal 

importance to manage the system to benefit from the new desirable state once the shift is completed [66]. From a 

project management perspective, it is not only important to have the right tools to deal with risks (at the event level), 

with vulnerabilities (at the system level), or to deal with changes from the customers or stakeholders needs and 

requirements (at the stakeholders, clients and team members level). It is of equal importance to work on the project 

behaviour and to have the toolkit to think, act, and manage the consequences efficiently of disruptive events [67]. This 

behavioural work is important because it allows projects to adapt through a series of activities and actions when faced 

with disruptive events. Resilience helps reflect on the actions of the project and on the successful use of resources until 

adverse incidents are experienced. In other words, resilience is concerned with the development and realignment of 
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systems, strategies, organizational structure, etc., to face all sorts of disruptive events. It offers insights into which 

elements contribute primarily to maintaining an appropriate level of performance for the project at a specific point in 

time (the time once the project is faced with a disruptive event). The definition of project resilience neither removes the 

need for risk management, vulnerability management or project agility nor disputes their importance. Instead, these 

perspectives contribute to project resilience, among other factors. Table 2 summarizes these objectives and limitations 

of the four concepts presented in this paper. 

 

Table 2: Concepts to deal with risks/disruptions, their objectives and limitations 

Type of 

method 

Proactive 

or reactive 

strategy 

Deal with Objective Limitations 

Management 

of risks 

Proactive Threat and 

opportunities 

Identify and 

analyze risks, 

prepare mitigation 

plans, and control 

risks during the 

project life-cycle. 

Limited due to uncertainties, ambiguities and interdependencies between the 

project’s elements [8], [16], [67]. 

Focus on risk sources rather than their consequences [62]. 

Not oriented toward empowering a project’s capacity to deal with disruptive 

events [5], [68]. 

Management 

of projects’ 

vulnerabilities 

Proactive Project’s 

weaknesses 

Reduce a project’s 

vulnerabilities by 

managing 

weaknesses. These 

weaknesses may 

lead to disruptive 

events. 

Focus on the disruptive events’ sources rather their consequences [5], [68]. 

Reducing vulnerabilities may reduce the occurrence of risks, but do not 

necessarily manage them effectively if they occur [4], [62]. 

Not oriented toward empowering a project’s capacity to deal with disruptive 

events [5], [69]. 

Project agility Reactive New 

customer or 

stakeholders' 

needs, or 

technology 

or market 

demands  

Develop a 

project’s capacity 

to change the 

project plan in 

response to 

customers’ or 

stakeholders’ 

needs, market or 

technology 

demands. 

Does not necessarily focus on disruptive events; emphasizes the importance 

of customers and stakeholders. Focusing only on agility may make a project 

more vulnerable [38], [44]. 

Agility as a concept is still new; focuses mainly on the individual project, 

mainly in IT, and ignores the organizational context in which the project is 

carried out [37]. 

Project 

resilience 

Proactive 

and 

reactive 

Disruptive 

events 

Foster a project’s 

capacity to deal 

with disruptive 

events. 

Resilience is still a new concept in project management that requires a clear 

conceptualization [67], [70]. 

Lack of empirical studies of this concept [7] 

Lack of indicators to assess resilience in project management [4], [5]. 

Studies of resilience in project management are mainly within the 

construction field (e.g., Blay [5]; Geambasu [4]). 

8. Conclusion 

This paper has provided a conceptual framework after reviewing the literature on risk and vulnerability management, 

project agility and resilience. It has applied the concepts specifically to implementation of IT projects.  

As identified in the analysis, risk management is considered a proactive concept that addresses known risks, but it 

encounters difficulties in addressing unknown or unpredicted events. As stated, more flexible practices are needed that 

take into consideration the characteristics of a disruptive event upon occurrence, and that offer action to limit losses 
caused by this disruptive event as much as possible. Vulnerability management is also a proactive concept that focuses 

on identifying, analysing, and mitigating project weaknesses instead of risks. Resilience thinking complement 
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vulnerability management by offering coping strategies to improve the project capacity to cope with disruptive events 

on occurrence. From a project management perspective, it is not only important to have the right tools to deal with risks, 

with vulnerabilities, or to deal with changes from the customers or stakeholders needs and requirements. It is equally 

important to work on the project behaviour and to have the toolkit to think, act, and manage the consequences 

efficiently of disruptive events. This behavioural work is important because it allows projects to adapt through a series 

of activities and actions when faced with disruptive events. Resilience is concerned with the development and 
realignment of systems, strategies, organizational structure, etc., to face all sorts of disruptive events. It provides 

insights into which elements primarily contribute to sustaining an appropriate project at a particular point in time (the 

time once the project is faced with a disruptive event). The concept of project resilience neither eliminates the need nor 

denies the relevance of risk management, vulnerability management or project agility. Instead, these perspectives 

contribute to project resilience, among other factors.  

The above-mentioned factors and issues identified through this work offer pointers for further empirical research which 

may also be analysed with respect to other project environments including health, education, construction, etc. 
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